Department ”What are we doing” Case Study.

INTRODUCTION

The department “What are we doing” are centrally placed in an office complex in an industrial suburb close to the capital of Eureca. The department is responsible for taxation in Eureca and has a lot of money going through its systems. It has 24 underlying public offices that are spread at different locations around the country. They perform executive work but also offer various information services to the citizens. 

The centrally-placed department is responsible for implementing new taxation regulations from the Ministry of Finance and its also responsible for organising and running tax receipts from private citizens and companies. “What are we doing” is organised into three different sections that are responsible for the different types of taxation. They all use the same systems and databases. All together there are three different sections plus the IT section, an independent unit that reports directly to the CEO. They are located in the same building as the rest of the department.
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The IT section runs one of the biggest IT centres in the country, containing both a mainframe, UNIX and windows environments. It operates several databases containing sensitive personal information, information related to national companies, and financial data. The department develops and maintains their own applications for assessing taxes.

Two years ago the IT section got a new IT manager, Mr. Ram. He decided that the IT department needed some changes. This led to the outsourcing of contracts, under which an external IT provider “I’m not broke” got the responsibility for running two of the main databases containing tax revenues. These databases are located on the premises of “I’m not broke” which are beautifully situated on the river named “flooding river”. 

Four years ago the government decided that it was time for the public sector to become more effective and offer services online. There was a lot of publicly, and then things went quiet for a long time. Then, out of the blue, two years ago, in October 2002, the department got a question about the efficiency upgrade program. This led to hectic activity in “What are we doing”, and three IT projects were initiated (“On Web”, “New way of working” and “More tax”) with the intention of developing software solutions to make the department more efficient. One of the projects was run inhouse by the IT department (New way of working). The two others were software development projects run by external consulting firms. 

“On Web” was put in production in May 2004. The system let the citizens report personal particulars and tax details over the Internet. The system experienced some stability problems in the beginning when users were unable to access the web page. There were also some cases where information “disappeared”. The supplier informed “What are we doing” that the security built into the solution compromised the capacity of the system. The management of the department then told the supplier that he was responsible for the problem which he would have to correct. The consulting firm sent over a developer who made some changes to the web-solution. After these modifications the application seemed to perform much better and everybody was happy. 

The project “New way of working” delivered an application in January 2004. This project also included major changes in the way that the department and its underlying public offices organise and perform their work. 

The last project ”More tax” has not delivered the solution yet. This program will handle the new, ultra-complex revenue system that the politicians decided that they wanted from 2005. The project is now delayed by eight months and is way over budget. The supplier says that the development has been more difficult than anticipated, but they promise that they will deliver within two months, one month before the new application needs to be in place for tax calculations (January 2005). The manager in the section for personal taxation, Mr. Smith, who is the responsible project owner, was a bit concerned about the progress, but after a nice dinner and a golf weekend with the beautiful Miss Fine from the consulting firm, he was convinced that everything would be delivered in time. 

Data that are processed in the data centre are received from the local offices and the web portal, and there is also a daily exchange of data between “What are we doing” and the department “Take care”. The data that are received from “Take care” (information about persons and companies) are necessary so that the local offices can perform their work. The information is also used in the web solution. “Take care” are situated on the beautiful west coast, known for its impressive scenery and challenging weather.

Each local office has a local area network (LAN) that is connected to the main data centre in “What are we doing” using a client-server solution and VPN (Virtual Private Network). Both the central and local systems contain sensitive information about persons and companies.

COLLECTING INFORMATION FOR RISK ASSESSMENT

For the EUROSAI ETC group to perform the risk evaluation for the CobiT processes: PO9 – Assessing Risk, DS4 – Ensuring continuous service, and DS5 – Ensuring systems security, our two dedicated auditors, Mr. Credit and Mr. Debit, were assigned to collect some information for us. They held four interviews as part of the information gathering process. This happened on the 10th of October so the information would be available to us on the 14th of October. 

The SAI of Eureca are centrally placed in the middle of the city. To get to the offices of “What are we doing” our two auditors need to take the bus. Driving through the suburb where the department is situated our two auditors looked out of the window on an industrial area containing many factories and a huge atomic power plant supplying electricity to the area. Sitting and enjoying the view our two auditors overheard a conversation by the two people sitting behind them. One of them was happily talking about the extra week of holiday they had been given last month when one of the big chemical factories had a “minor accident”. It must have been some really poisonous stuff they were working on, because everyone living close-by was ordered to stay away from the area for a week. Yes, agreed the other person, it was good to have some time off. “I was sick and tired after the implementation of the new application and the chaos of reorganisation. Our jobs were redefined and my responsibilities are much bigger now than before. I only wish that we had received some kind of training before we were given all these new tasks. 


Finally the bus stopped in front of the offices of “What are we doing”. As they stepped down from the bus our two auditors noticed that the two persons behind them also got off and walked into the office building. Mr. Credit joked that Mr. Debit should remind him to ask their boss about danger money for this assignment.

Standing outside the building Mr. Credit asked his colleague to wait for a moment while he checked the name and phone number of the first person to come for interview. Being a modern auditor he naturally used his personal digital assistant (PDA) – the newest, most fancy one, with wireless network connection (and GPS!) – to find this information. While involved with this an icon popped up on the screen, indicating that a wireless network identified as “What are we doing” was available. Mr. Credit considered logging on to do some Internet surfing, but there was insufficient time before the first interview.

While Mr. Credit was preoccupied with his PDA, Mr. Debit was admiring a new Jaguar parked outside the building, carrying plates marked ID: SMITH. While admiring this beautiful automobile he happened to glance through a ground-floor window. Here he noticed a room containing several servers. Strange, he thought, since his previous information suggested that the server room was located on the second floor. 

As they entered the reception area, our two auditors looked for someone at the reception desk. But there was nobody there. After standing there for a while, thinking about the upcoming summer holiday, CEO Mr. Important’s secretary came running toward them. In the elevator on the way up she apologised for the empty reception, explaining that since the reorganisation many people had reported sick, and that the people who usually worked in the reception were now needed elsewhere.

Summary of interview with the CEO, Mr. Important 

Assessing risk

When asked about risk management, Mr. Important said that this was an important issue for him. In his view the level of risk in the organisation should be kept very low. He also said that he and Mr. Smith, Mr. Andersen and Ms. Olsen, had an annual discussion on the level of risk in “What are we doing” as part of the Annual Planning Conference in January. Two years ago they had also agreed on a Risk Tolerance Profile for “What are we doing”. It was decided that the risk profile should be applied to the whole of the organisation. 

A copy of the minutes from the planning conference were obtained: 
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Ensuring continuous service

After a short coffee break, our two auditors went on with the matter of ensuring continuous service. Mr. Important told our auditors that the citizens, the companies and also government expected continuous service from the department. In the past five years they had invested a lot of money in IT systems. He himself therefore expected the web-services to be up and running 24 hours a day, seven days a week, and all other systems to be available from 7 a.m to 11 p.m, the time when he was in his office. He considered availability to be a technical issue under the responsibility of the IT section, and for this reason he hadn’t discussed it with the rest of the management.

Ensuring systems security

The last point on the agenda was the matter of systems security. Mr. Important had read some articles about cybercrime and hacking operations and realised there was a potential this might happen in “his” department. He said that the department had developed a security policy model in 2001, with the help of some consultants. He showed them the following model:
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He then handled over the “Governing policy document” containing the following issues:

1. Authentication

2. Cryptography

3. System and Network Controls

4. Business Continuity/ Disaster Recovery

5. Compliance Measurement

He expected the policies in the different documents to be followed. He went on to say that he didn’t know so much about these things, but he was convinced that the IT section, who were responsible for IT security in the organisation, were professional in their handling of these types of issues.

Summary of interview with Mr. Smith, head of the Section for Private Tax 
Assessing risk

When asked about risk, Mr. Smith said that two years ago the management had decided, at the Annual Planning Conference and after careful consideration of several issues, that important risks should be kept at a low level. The management then developed a Risk Tolerance Profile. He handled over the following risk table, based on the profile, as used in his section:
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Consequence

He said that risks identified in the grey area should be included in a Risk Action Plan. 

Our two auditors gave him a happy smile and Mr. Debit queried whether the Risk Tolerance Profile had been communicated to the rest of the organisation. 

In response, Mr. Smith fell silent for a moment. While waiting for an answer Mr. Credit had time to enjoy a good look at Mr. Smiths beautifully decorated office. In the corner next to the golf bag there was a magnificent Italian table supporting a piece of what could only be modern art. 

Finally Mr. Smith started to reply. He said that he regarded communicating Risk Tolerance Profiles as the responsibility of Mr. Important. He then went on to talk about the risk assessment in his section. They had an annual evaluation in December each year, most recently in December 2003, when all risks were considered. Based on the risks identified they drew up a Risk Action Plan to reduce the identified risks to an acceptable level. He also said that as far as he new, the Company Tax section and the VAT section were doing the same thing. 

When Mr. Credit asked Mr. Smith if they ever considered risks outside the section, he responded that this was not his responsibility, and that he already had applied a lot of resources to reduce the risks that they had identified at the last evaluation. When it came to IT risks, he noted that this was an issue for the IT section. 

Ensuring continuous service
When asked about continuous service, Mr. Smith went over to his filing cabinet and started to look through his files. After five minutes he held up a folder containing a Continuity Plan. This plan, he indicated, applied to the whole of the organisation. He had personally, with Ms. Olsen from the VAT section and a team of external consultants, drawn up the plan four years ago. When asked if the department had tested the plan, Mr. Smith said that they had performed a full-scale test in October 2002 and had made some changes to the plan based on their experiences. He handed over a copy of the plan to Mr. Credit.

After finishing the interview our two Auditors had an hour before the next meeting, so they used the time to look at the Continuity Plan.  The plan included a detailed description of what to do and also, as far as Mr. Debit could see, the different issues necessary in this type of plan. The plan included actions for the Private Tax section, the Company Tax section and the VAT section. The external offices and the IT section were not included in the plan.

Ensuring systems security

The last issue on the agenda was systems security. Mr. Smith said that his section was system owner for several of the major applications and databases used by the personnel in his section. He told our two auditors that he expected high security in his systems. 

As part of the security policy all new personnel coming into his section were trained and educated in system security principles and security awareness. He handed over the Security Policy Document that was used by the people in his section. It contained the following issues: 

End-User Policy:
1. User Identification 

2. Passwords

3. Software

4. Remote Access

5. Email

6. Instant Messaging

The document was updated in June 2002. Mr. Smith added that he regarded security to be an issue to be handled by the IT section.

Summary of interview with Mr. Ram, head of the IT section
Assessing risk

Mr. Ram had just finished his lunch and was in a good mood when it became time for his interview. While doing the introduction, he told our auditors that he had been in the organisation for two years. Before that, he was a systems engineer in IBM. When he changed company he also brought some of the “tools” he had used before. The big difference, he said, between the public and the private sector was that here, there was never enough money to do anything. He said that this led to activity restrictions and limits on equipment and software acquisitions. 

When Mr. Debit asked about risk assessment, Mr. Ram replied that the IT section held an Annual Risk Assessment covering all major systems in the department. They also considered the different kinds of IT risks they faced in the IT section. He then proudly handled over the latest risk assessment:

Risk assessment for the IT section 
Date 12.12.2003

	No.
	 Risk elements
	Explanation
	Risk (P x C)

	1.

2.

3.

4.

5.


	Risks in operation:

……

Regulatory 

risks

…….

Legal risks

……..

……..

Technology risks

………

………

Human resources in

the IT section 

………

……….


	……………………….

…………………

……………………………..

…………………………..

……………………………….

……………………………………….

…………………………………………

………………………………………….

…………………………………………….

……………………………………………….

……………………………………….


	……………………

………………………..

……………………….

……………………




(………………. – Symbolises text). 

He then gave our two auditors a Risk Tolerance Profile developed by himself, explaining that his IT section gave priority to the high-risk areas (grey areas). He didn’t know if other risk assessments where performed or if Risk Tolerance Profiles existed anywhere else in the organisation. 

Mr. Ram said that a lot of money had been spent on the IT project (“New way of working”). He therefore needed to establish some hard priorities regarding which risks his section was able to address. Mr. Debit noticed that while physical security was mentioned in the risk assessment, it had not been given enough priority to go into the action plan. 
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Consequence 


Based on the risk assessment the IT section also developed an annual Risk Action Plan for the high-risk areas identified:

Excerpt from Risk Action Plan:

20.12.2003

	Id
	Risk elements
	Action
	Priority
	Time to solve
	Response
	Residual

Risk 

	R1
	……………... 
	……………………….
	3
	01.10.04
	AH
	0.02

	R2
	………………….
	…………………………..
	2
	01.08.04
	GP
	0.01

	R3
	……………………..
	………………………
	1
	31.12.03
	AH
	0.02

	R4
	………………………..
	……………………..
	4
	20.05.04
	DS
	0.04


…………………

(The Risk Action Plan contained all the risks identified in the grey area).

Ensuring continuous service
When asked about continuity planning Mr. Ram smiled, took out a big document from the shelf and said, “I really think we have a good plan here in this section”. As you may already know, he indicated, our department is totally dependent on its IT systems to be able to function. We have therefore developed a plan for the IT section that simultaneously covers continuity of service during minor events, but also recovery after a disaster. As part of this process we take a daily backup of important data in our systems, which we store in the safe at “Trust Bank” on the other side of the street from here. When Mr. Credit asked how they identified the data they needed to store in the bank safe, he said that it was evaluated as part of the Annual Risk Evaluation they performed in the IT section. 

Mr. Ram told our two auditors that the IT section had a contract with a private company two blocks down the street, to ensure that they had an alternative site where they could install and run their systems if something happened. He also said that he and the rest of the management in the IT section had evaluated all the systems in the department in order to rate their criticality. There was not enough space or computer power at the alternative site for all the department’s systems, so they needed to give priority to the ones they regarded as the most important. 

Mr. Debit asked if the plan had been tested. Mr. Ram said that the plan had been tested just after it was finished, two years ago. The test went well and showed that the plan worked. They had simulated a scenario where system failures led to a massive loss of data. The restoration of data from the backup tapes went without any problems. 

“What about the systems that “I’m not broke” is running for you?” - Mr. Credit asked. Mr. Ram replied that although continuity was not part of the contract, still “I’m not broke” was a well-known company with a good reputation. He was sure that they had their own continuity plan and that everything was fine. 

Ensuring systems security

The next issue was security. Mr. Ram told our two auditors that his section had their own security policy that they used. He then handled over a document containing the following issues:

IT Policy: 

1. Authentication

2. Network Services

3. Physical Security

4. Operating System

5. Business Continuity/ Disaster Recovery

6. Compliance Measurement

He told our auditors that all the internal and external users needed a user ID and a password to log on to the network. When logged on the users had access to all the systems in the department. The user decided when to change his or her password, a routine that Mr. Ram had decided to implement after the summer holiday last year since so many people had forgotten their password. When a new person starts to work in one of the sections in the department or in one of the underlying public offices, he phones the Help Desk to get access to the network. 

Mr. Debit then asked what happened when people left to work elsewhere. Mr. Ram said that, according to the security policy, they must phone the Help Desk to close their account. 

As this was going on, Mr. Credit was examining the IT policy (updated in June 2002). Looking at chapter 4 - Network Services, he couldn’t find anything about a wireless network. Chapter 5 gave information on physical security for the server room on the second floor. When asked about the room with the servers on the ground floor, Mr Ram said that they didn’t have enough space in the server room and therefore needed to use an office. 

Regarding user training, Mr. Ram said that the section for Private Tax had a program for new employees, but that he regarded it as waste of time for his people. They are educated people who understand IT security, he said. He didn’t know how the other sections handled user training.

Epilogue

After the final interview with Mr. Ram, our two auditors decided that it was time to go home and make a report to EUROSAI ETC. Both Mr. Credit and Mr. Debit hoped that the information they had gathered would assist in the risk evaluation that EUROSAI ETC needs to perform. 

They were also wondering if there are any other risks – apart from risk management, continuity and security - that might be worth considering? 
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				Risk tolerance profile in the IT section

				Probability				Risk Score = P x C										Id		Risikofaktor		Påvirker		S		K		Score

				0.90		0.05		0.09		0.18		0.36		0.72				R1		Totalsystemet (hele AR) får ikke tilstrekkelig ytelse		AR		0.50		0.40		0.20

				0.70		0.04		0.07		0.14		0.28		0.56				R2		Anslag for datamengdene er for unøyaktige		AR		0.30		0.10		0.03

				0.50		0.03		0.05		0.10		0.20		0.40				R3		Kunden medvirker ikke som avtalt		AR/		0.30		0.80		0.24

				0.30		0.02		0.03		0.06		0.12		0.24								Prosjektet

				0.10		0.01		0.01		0.02		0.04		0.08				R4		Beslutninger/Dokumentgodkjenninger tar (for) lang tid		Prosjektet		0.70		0.40		0.28

						0.05		0.10		0.20		0.40		0.80				R5		Responstidene for kritiske skjermbilder blir for høye sett fra et brukermessig synspunkt		AR		0.30		0.40		0.12

						Consequence												R6		For sen ferdigstillelse av grensesnitt fra AR-Mottak		AR/		0.50		0.40		0.20

																						Prosjektet

																		R7		Forsinket innlegging av testdata fra AR-Mottal		AR/		0.50		0.20		0.10

				Sannsynlighet				Risk Score = S x K														Prosjektet

				0.90														R8		Forsinkede/manglende beslutning fra AR-Mottak om innhold og layout på Aksjonærregister-, Beholdning-, og Realisasjons-oppgaven		AR/		0.70		0.40		0.28

				0.70								R4, R8										Prosjektet

				0.50						R7		R1, R6						R9		Omfangsrike endringer		Prosjektet		0.30		0.20		0.06

				0.30				R2		R9		R5, R12		R3				R10		Mangler og eller sene leveranser i AR-Mottak`s planlegging (Akseptansetest, Transision-leveranser og Kursleveranser)		AR/		0.10		0.40		0.04

				0.10								R10										Prosjektet

						0.05		0.10		0.20		0.40		0.80				R11		Etablering og drift av utvikling- og test-miljøet leveres ikke som avtalt		AR/		0.30		0.40		0.12

						Konsekvens på Omfang, tid, kostnad og kvalitet																Prosjektet
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